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Ethical Considerations in User and Performance Testing
Guidelines for Discussion

1.  How will you ensure that your user tests are representative of the actual product use?
If your user tests do not mimic actual use, this can present risks to your actual end users that your testing won’t catch
· What environment will the product be used in?
· Physical (example: IV bag that produces embolisms when used in Hyperbaric chamber [real case]; low light making product use dangerous or difficult; high heat or humidity causing device failure)
· Cultural (example: language barrier to instructions [e.g., Turkish Air DC-10 case], symbols; resistance to use due to social conventions)
· Socioeconomic (example: reuse of disposable components due to lack of replacements; risks of improper maintenance due to lack of training)
· What demographics are your users?
· Education level, physical or mental disabilities, etc. 
· How can you know? (Surveys, market research) 
· Can you test without knowing this? (Probably not a good idea for many products)
· Accurately recording user test results 
· Need for accurate records, even (especially) when tests fail
· Page 97 of EDC text
2.  Do not mistake inherently limited tests for the total reality
· Tests can color what you think you know.  Try not to make the mistake of thinking that your tests tell you everything there is to know.
· Just because your test results are good does not necessarily mean that the product is good or safe
· There may be things you haven’t thought of
· There may be tests that are not yet possible 
· Example: no test can identify rBGH milk, but on average the hormone levels are higher.   Is it the same, or not?  
3.  Assesses carefully the risks to test subjects from using the prototype product
· Tests inherently carry risk because they are tests: results are not known, that’s why you do them
· You must thoroughly examine the test and the product for those risks
· This is especially true in the medical arena where the interactions with human body are never fully predictable – but applies everywhere in principle
· Everything possible must be done to minimize those risks that remain

4.  Assesses carefully the risks to your test subjects related to the testing itself
· Informed consent must be obtained 
· This means telling your subjects everything you know about the risks of testing the product, and making sure they understand and agree to it
· Incentives to participate must not be too large when there may be real risks to the subjects to enroll (e.g., medical testing)
· Privacy concerns can present their own risks
· Personal data must be securely stored
· Only data necessary to product assessment should be collected
5.  Know the applicable regulations
· Many modes of testing are specifically laid out by federal regulations.  It is your responsibility to know these regulations and abide by them.  The business and ethical impact of failing to do so, even if out of honest ignorance, can be substantial.  
· Do you need a clinical trial? (drugs, class III medical devices, possibly other medical or cosmetic products)
· Do you need a specific mandated safety test (e.g., auto crash tests)
· IRB requirements apply to all human subjects research in federally regulated contexts – not just clinical trials
· Research is defined as anything systematically designed to yield generalizable knowledge
· In these cases, a research plan must be filed with the local IRB (Institutional Review Board) and approved by them before the research can be conducted
· Know that these regulations often specify the testing activity and the procedure surrounding it (e.g., recruitment of subjects, incentives, data recording and storage, etc.)
· E.g., CFR 21 and Protection of Human Research Subjects



